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Puzzle

Hypothesis

Method

If a country shares the same view on Internet governance with
other nations that adopted national cybersecurity strategies in
year t − 1, then the country is likely to adopt its first national
cybersecurity strategy in year t.

Method: Cox-Proportional Hazard Model:

Question: what drives a state’s decision to develop its defensive
cybercapabilities in the form of strategies?
Answer:

•

Data

Discussion

•

log(H(t,Xi([t-1]), yi ([t-1]): the log of a hazard ratio that stands for
the relative risk of country I adopting a cybersecurity strategy
at time t;
Wi([t-1])y-i([t-1)]: a n x n spatial weights matrix that captures
country i’s neighborhood in t-1, specifically

•
•

NOT threat environment (Craig & Valeriano 2016)
Diffusion of these capabilities occur along the blocks of
nations with distinct preferences on cybersovereignty

This finding is robust to:
1.
2.
3.
4.

Alternative network measures
Cumulative influence of alternative network measures
Alternative measure of adopted strategies
Alternative model specification

Results

Research question: What drives the diffusion of cybersecurity strategies?
Answer: The adoption of such strategies by nations with similar preferences
on cybersovereignty

Future Research

Theory

1. Vertical or temporal variation in strategy evolution (i.e.,

Main Argument: The adoption of cybersecurity strategies—
especially the first strategy—motivates governments to think
about the role the Internet plays within their society, the
challenges and opportunities it presents, and whether and how
they want to regulate it. Before they make this important decision,
I argue that nations observe the choices of other nations that share
similar views on this subject.

other stages of policy development)
2.

Horizontal variation in strategy evolution (i.e., branching
out different strategies to different governmental agencies)

3. Content analysis

Two views on cybersovereignty:
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Source: National Cybersecurity Strategies Data (NCSS), collected by
the author
• Dependent Variable: Adoption of the first cybersecurity strategy
(Source: NCSS)
• Main Predictor: Cybersecurity strategies adopted by countries with
similar preferences on cybersovereignty
– Cybersovereignty Preferences: UNGA votes on resolutions on
the topic of national sovereignty (Voeten, Strezhnev and
Bailey 2017)
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